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HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta ®Pepepauum no  pasBUTUIO
MH(OPMALIMOHHOIO obLecTBa MeToAMYecKMe peKkoMeHZauun O pasMeLleHMU Ha WHMOPMAaUMOHHBIX CTeHaax,
ochmumanbHbIX MHTEPHET-caiTax U OPYrnx MHOPMaLMOHHBIX pecypcax obuieobpasoBaTenbHbIX OpraHvM3auuni u
OpraHoB, OCYLLECTBNAWLWMX ynpasneHne B cdepe obpasoBaHus, uHdopmaumm o 6e30nmacHOM MOBELEHMU U
ncnonb3oBaHuu cetn "HtepHeT".
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MpunoxeHue

METOAWYECKUE PEKOMEHOALIUA
O PASMELLEHMU HA UH®OPMALIMOHHbIX CTEHAAX, OPULMATbHbIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBIAIOLLMX
YNPABJNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMNMACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamm BpemenHon komwmccum Coseta ®Pepepauum no pasBUTUO MHAOPMALIMOHHOIO
obLecTBa B paMKax BbIMONHEHNS pekOMeHAaLMN NapnaMmeHTCKUX cryliaHuin "AKTyanbHble BONpoCkl obecnedeHuns
6e3onacHOCTV 1 pa3BUTUS geTen B MHAOPMaLMOHHOM npocTpaHcTee", koTopble npownu B Cosete ®egepauun 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKOMeHAauuMu O pasMelleHMnM Ha WHEGOPMAaLMOHHbIX
CTeHAax, oMuuUanbHbIX WHTEPHeT-canTax W APYrnX MWHMOPMAaLMOHHBLIX pecypcax obleobpasoBaTenbHbIX
OopraHv3auuMin 1M opraHoB, OCYLLECTBASIOWMX ynpasrneHne B cdepe obpasoBaHus, uHpopmaumm o 6e3onacHom
nosedeHnun 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckne pekomeHaauum).

MeToanyeckue pekomeHOauun HanpasfeHbl Ha KayeCTBEHHOE MOBbIWEHME YPOBHS WMHGPOPMALMOHHOWN
aeaTenbHocTn obweobpa3oBaTernbHbIX OpPraHM3auuin M OpraHoB, OCYLLECTBMAOLWMX yrpaBneHne B cdepe
obpas3oBaHMsi, B 4YacTu MHPOPMUPOBAHMS YyyalUMXCs, WX poauTenen (3akoHHbIX npeacTaBuUTEnen) u
negarormyecknx paboTHMKoB 06 OCHOBHbIX acnekTax MHpopMaLMoHHON 6e30MacHOCTMK.

MeToanyeckne pekoMeHzaumm No3BonAT  obuwieobpasoBaTernbHbIM - OpraHusaumMsiM U opraHam,
OCYLLECTBMAIOLWMM ynpasrneHne B cdepe obpas3oBaHus, akTyanManmpoBaTb yXKe UCMNofb3yemMble U pa3MeLleHHble

NMH(OPMALIMOHHbIE MaTepuarbl, Tak U NOArOTOBUTb UX B Cllydae UX OTCYTCTBUS C YYETOM JyylUMX MPaKTUK U
pekomeHaaunin.

B pamkax meToau4eckmMx pekoMmeHaaLmmn paccMaTpmuBaloTCs creayolwme MHCTPYMEHTbI:

1. MHbOPMALUNOHHBIE CTEHADI;

2. ohmumanbHble UHTEPHET-PECypChl;

3. cpeacTBa MaccoBov MHGOPMaLUK (LUKOSbHbIE ra3eTbl, egarormieckme u3gaHus n gpyrue).

UHdopmaLMOoHHbIe CTeHAbI




Ha wuHdopmauunoHHblx cTeHgax B 00Leobpa3oBaTenbHbIX OpraHu3auusax, pacrofoXeHHbIX B done
yupexaeHun n B kabuHeTax, OCHaLLEeHHbIX MepCOoHanbHbIMW YCTPOMCTBAMU ANs Bbixoda B ceTb "VHTepHet",
pekoMeHayeTCa pas3MecTuTb WH(OPMaLMOHHbIE MNaMATKW, COAEepXKallume OCHOBHblE COBETbl MO obecneyeHuto
NMHOpMaLMOHHON 6Ee30MaCHOCTN y4aLLUXCS.

B NPUIoOXeHnn N 1 kK meToaMYeCKMM pekoMmeHaaunam npencrasiieH 06pa3eu, NaMATKN Ond pasMelleHna Ha
VIHCpOpMaU,VIOHHbIX cTeHaax.

CpepcTtBa MaccoBou MHdopmaLmm

B cpegctBax maccoBoin MHGOPMaLMK, OPUEHTUMPOBAHHBLIX Ha O0y4aroLIMXCS, PEKOMEHAYETCSA B TeYeHue
y4yebHOro roga perynsipHo nyonvkoBaTb MHAOPMAaLMOHHbIE MaTepuarbl, MNOCBSILWEHHbIE OTAEeNbHbIM acrnekTam
MHOPMaLMOHHON 6e30NacHOCTK, a TaKKe pasnnyHblie NaMATKM ObLLLEro xapakTepa.

B cpeactBax MmaccoBor MHGOPMALMK, OPUMEHTUPOBAHHBLIX Ha Nefarormvyeckyto  obLLEeCTBEHHOCTb,
pekoMeHAyeTCs B TedeHWe KaneHOapHoOro roga perynspHo nybnumkoBaTb WHGOPMaUMOHHbIE MaTepwuansl,
MOCBSILLEHHbIE OTAENbHBIM acnektaM WMHGOPMaLMOHHOM 6e30MacHOCTM Kak HEeCOBEPLUEHHONETHUX, TakK W
obueobpa3oBaTenbHbIX OpraHMsauuMii, a Tawkke pasnuyHble naMsaTkn, o0630pbl  HOPMaTMBHO-MPaBOBOMO
perynupoBaHus aHHOW ccpepbl U MHOPMAaLMIO O akTyarbHbIX MEPOMPUATUSAX N CODLITUSIX B aHHON cdepe.

B xope npoeegeHns EamHoro ypoka no 6esonacHoctu B cetu "MIHTepHeT" pekomeHayeTcsi obecneynTb
BbIMYCK TEMaTMYEeCKOro BbiMyCcka cpedcTBa MaccoBon WHdopmauum nubo cepum nybrvkauum, cpegu KOTopbIX
paccMOTPeTb OpraHM3oBaHHbIE MEpPONpPUATUS ANnd obydalowmxcs, ux pogutenen (3akoHHbIX NpeacTaBuTenen) u
negarornyeckon obLLEeCTBEHHOCTY.

OdmumanbHble UHTEpHET-pecypchbl

O6LeobpasoBaTenbHbiM  OpraHu3auusM pekoMeHayeTcda Ha cBoux oduumanbHblx WHTepHeT-pecypcax
obecneunTb (PYHKLUMOHMPOBAHWE CaMOCTOSITENMBHOIO W CheuuanuaMpoBaHHoro pasgena "MHdopmaumoHHas
6e3onacHoCTb", B paMkax KOTOpPOro npeycMoTpeTb pa3MeLLeHne cneaytoLein nHopmavmu:

N Pasgen/nogpasgen | ®opmat npeacraBneHus CopgepxaHvne maTepumarnos
maTtepuanos
1. |JlokanbHble Konunn gokymeHTOB B Pa3meLluarotcs Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | popmaTe *PDF CKaHUPOBAaHHbIN BapnaHT JOKYMEHTa,
chepe obecneyeHms COOTBETCTBYOLWUA TpeboBaHNAM K
NHPOpPMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
©e3onacHocTn PasmeLluaoTcs AOKYMEHTHI,
obyvaromxcs pernaMeHTVpyloLmne opraHm3aumio n

paboTy ¢ NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaATUiA No obecnevyeHnto
MHpopMaLNOHHOM BGe3onacHOCTU
oby4varowmxcsa n gpyrue.

2. |HopwmatusHoe Konunn gokymeHTOB B [My6nukytoTCs akTyarnbHble CBEAEHUS O
perynuposaHue dopmarte *PDF denepanbHbIX U permoHarnbHbIX 3aKoHax,
nMcbmax opraHoB BnacTu u gpyrue
HOpMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernameHTupyloLme obecneveHve
MHopMaLMOHHO Ge3onacHOCTU
HecoBepLueHHoneTHMX. flonyckaeTcs
BMECTO KON pa3meLlaTb rmnepcehbinikn Ha
COOTBETCTBYIOLLNE AOKYMEHTbLI HAa canTax
OopraHoB rocygapCTBEHHOW BNacTu.

3. |MNepnarornyeckum TeKcT Ha cTpaHuLe Pasmellatotca meToamMyeckme
paGoTHUKam cainTa pekoMeHOauun 1 ykasbiBaeTcs




Konuu gokymeHTOB B MHOopMaLNs O MEPONPUATUSIX, MPOEKTaXx
¢opmaTte *PDF M NnporpaMmmax, HanpasfeHHbIX Ha
NoBbILLEHNE NH(POPMALIMOHHON
rPamMoTHOCTY Nnefarornyeckmx paboTHUKOB.

4. | Oby4atowmmcs TekcT Ha cTpaHuue PasmellaeTca nHdopmaunoHHas namsitka
canTta (npunoxeHue N 2) n ykasbiBaeTcst
MHOopMaLNs O MEPONPUATUSIX, MPOEKTaXx
1 MporpaMmax, HarnpaBfieHHbIX Ha
noBblLLeHne MHGHOPMaLMOHHON
rPamMoTHOCTU ODy4atoLLUXCS.

5. |Poautensam (3akoHHbIM | TEKCT Ha cTpaHuue Pa3smelyaetcsa nHopmaumoHHas namsaTka
npeAacTaBUTENAM) cavta (npunoxenue N 3).
obyvatowmxcsi

6. |[etckune BesonacHble | TeKCT Ha cTpaHuue Pasmellaetca nHdopmaums o
canThbl caunTa peKkoMeHOyeMbIX K MCMONb30BaHMIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
BGaHHepbl 6e30NacHbIX ETCKUX CalTOB.

OpraHaM, OCyLLEeCTBNSIIOLLMM ynpaBrneHue B cpepe obpas3oBaHns, pEKOMEHOYETCS HA CBOMX OhuLManbHbIX
WHTepHeT-pecypcax obecneuntb (YHKUMOHUPOBAHME CaMOCTOSITENIBHOrO M CrneuvanvM3vpoBaHHOrO pasgena
"MndopmaumoHHasa 6e3onacHOCTL", B pamMKax KOTOPOro NpeaycMOTpeTb pa3MeLleHue cneagyowen nHopmaumm:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MUH®OPMALIMOHHOWM BE3OMACHOCTH IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK 4acTHy MHOpMauuio (HacToswme ums, damunuio, TenedoH, aagpec,
HOMep LLKONbI, a Takke doTorpadumn cBou, CBOEN CEMbU U ApY3en);

2. OTKpbIBaTb BMNOXEHHbIE (halnbl ANEKTPOHHOW NOYTbI, KOrda He 3HaeLlb OTNPaBUTENS;
3. MpybuTb, NpuanpaTbCs, Oka3bliBaTb AaBreHNE - BeCTU cebs HEBEXITMBO N arpeCcCUBHO;
4. He pacnopsikaics AeHbramu TBoel ceMby 6e3 paspeLleHnst cTaplunx - BCerga cnpailvean poauTenen;

5. He BcTpevanca ¢ NHTepHeT-3HAaKOMbIMW B pearibHOW XWU3HU - MOCOBETYWCH CO B3POCIMbIM, KOTOPOMY
aosepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaBay. YuTtaewb o cebe Henpaeay B VIHTepHeTe - cooOwm 06 3TOM CBOMM poauTensm
UNKn onekyHaw;

2. MpurnawatoT nepenucbiBaTbCsl, Urpatb, 0OMEHNBATLCS - MPOBEPDL, HET N NOABOXA;
3. HesakoHHoOe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;

4. Bcerpa paCCKa3bIBaﬁ B3pPOC/1bIM O r|po6nemax B C€TU - OHM BCeraga rnomMmoryT;




5. Ncnonb3yit HacTporikm 6e30MacHOCTM U NPUBATHOCTM, YTOObLI HE NMOTEPSTb CBOW aKkkayHTbl B COLICETSX M
Apyrux nopranax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenem;
2. Nonbk3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha Hero;
3. OTKpbIBaN TONBbKO T€ CChISIKW, B KOTOPLIX YBEPEH;
4. O6LiaTbcs 3a MOMOLLbIO B3POCHbIM - POAUTENU, ONEKYHbl U aAMUHUCTPaLUSA CanToB Bcerga nomoryT;

5. Mponan oby4veHune Ha cante "CeTeBMYOK" U NONYyYM NacnopT LMdpoBOro rpaxgaHnHal

Mpunoxexne N 2

NH®OPMALIMOHHAA NMAMATKA
And OBYYAKOLWMXCA Ansd PASMELLEHUA
HA OOULNATIbHbIX UHTEPHET-PECYPCAX

C kaxablM roaoM MONOAEXW B MHTEpPHEeTe CTaHOBUTbCHA Oornblue, a LUKOMbHUKA O4HW U3 CaMbIX akKTUBHbIX
nonb3oBartenen PyHeta. Mexgy Tem, NOMMMO OFPOMHOIO KOMWYECTBA BO3MOXHOCTENW, WHTEpPHET HeceT W
npobnembl. 3Ta namATKa AOMKHa NOMOYb Tebe 6e3onacHO HaXOAUTLCS B CETU.

KomMnbroTtepHble BUPYCbI

KoMnbloTEpHBIN BUPYC - 9TO Pas3HOBMAHOCTb KOMMbLIOTEPHBLIX NPOrpamm, OTAWYUTENbHON OCOBEHHOCTHIO
KOTOpOW SABMSIETCA CNOCOBHOCTbL K pasMHOXeHuto. B gononHeHve K 3TOMy, BMpPYCbl MOryT MNOBpeanTb WMu
MOMHOCTBI YHUYTOXWUTb BCE (palnbl U AaHHble, MOAKOHTPOIMIbHbIE MONb30OBaTeNto, OT MMEHW KOToporo 6bina
3anyLieHa 3apaxeHHas nporpaMmmMa, a Takke NoBpeauTb UNu gaxe YHUUYTOXUTb ONepaLMoHHY0 CUCTEMY CO BCEMU
davinamu B uenom. B 6onbLlumnHCTBE CryvyaeB pacnpoCTPaHSATCA BUPYChl Yepes3 MHTEPHET.

MeToabl 3aWuTbl OT BPEAOHOCHBIX MPOrpamm:

1. Wcnonb3yih cOBpeEMEHHble OMNepauuoHHbIE CUCTEMbI, WMEKLIME Cepbe3Hbll YpOBEHb 3aliuTbl OT
BPEAOHOCHbIX NPOrpamm;

2. MocTosiHHO ycTaHaBnuBaw nayTv (UMdpoBble 3annaTku, KOTOpble aBTOMAaTUYECKM YCTaHaBNMBAKTCH C
Lenbto AopaboTku nporpamMmbl) U Apyrne OoBHOBMEHWS CBOEW OnepaLuoHHOW cucTembl. CkaydnBal MX TOMbKO C
ochuumansHoro canta paspabotuvka OC. Ecnu cylLecTByeT pexmMm aBToOMaTU4Yeckoro 0GHOBMNEHWS], BKITOYM €ro;

3. PaboTan Ha cBoeMm KOMNbOTEPE Noa npaBamMu noJsib3oBaTtesid, a He agMUHUCTpaTopa. 370 He no3sonnUT
6OJ'II:IJJI/IHCTBy BPeAOHOCHbIX nporpamMm MHCTannMpoBaTbCA Ha TBOEM NepCoHarlbHOM KOMMbIOTEPE,

4. Vcnonb3yn aHTUBUPYCHble MporpaMMHble MPOAYKTbl WU3BECTHBLIX NPOU3BOAUTENEN, C aBTOMaTUYECKUM
ob6HoBNeHnem 6as;

5. OrpaHuyb usanyecknii 4OCTYN K KOMMbIOTEPY AN MOCTOPOHHUX NWL;

6. Vicnonb3yn BHeLIHWe HOCUTENN MHAOpMaLUK, Takne Kak dnetuka, AUCK unu gann n3 nHTepHeTa, TONbKO
N3 NPOBEPEHHbLIX UCTOYHMKOB;

7. He oTkpblBa KOMMbIOTEPHbIE alnbl, NONyYeHHble W3 HeHaOeXHbIX UCTOoYHMKoB. [axe Te dhannsl,
KOTOpbIE Mpucnan TBOM 3HAKOMbIN. Jlydlle yTOYHWU Y HEero, OTNpaBnsan nm oH Tede umx.

Cetu WI-FI




Wi-Fi - aTo He BMA nepegayn OaHHbIX, HE TEXHOMOrusi, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roagy
HuaepnaHackas komnaHus 3apernctpuposana 6peHg "WECA", yto ob6osHauano cnosocodvetaHue "Wireless
Fidelity", koTopbln nepeBoauTCcs Kak "GecnpoBogHast TOMHOCTb".

[o Hawero BpemeHu fowrna gpyras abbpesBuaTypa, koTopasd SBMASETCA TaKOM Xe TexHonorven. 370
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObiNo AaHO C HAMEKOM Ha CTaHAapPT BbICLUEN 3BYKOBOW TexHUkn Hi-Fi, yto
B NepeBode 03Ha4vaeT "BbliCOKasi TOYHOCTL".

Ha, 6ecnnaTHbli MHTEPHET-AOCTYN B Kade, OTensdAx M asponopTax ABNAETCA OTNMYHON BO3MOXHOCTbIO
BbIXO4a B UHTEPHET. Ho MHOMMe akcnepTbl cumTaroT, 4To obwenoctynHblie Wi-Fi cetn He siBnatoTcs 6e3onacHbIMu.

CoBeTbl N0 6e3onacHocTu paboTbl B 06LLeaoCTynHbIX ceTax Wi-fi:

1. He nepepaBan cBow nuuHyio wuHpopmaumio yepes obwepoctynHole Wi-Fi cetn. Pabortas B Hux,
XenaTtenbHO He BBOAMTbL Maponu AOCTyna, NOrMHbl U Kakne-To HOMepa;

2. Vicnonb3yi 1 oGHOBNAK aHTUBMPYCHbIE NporpaMmbl U GpaHamayep. Tem cambiM Tbl 06e3onacuilb cebs ot
3aKayku BUpyca Ha TBOe YCTPONCTBO;

3. MNpwu ncnonsbsosanun Wi-Fi otkntoum dyHkumo "O6wnin goctyn Kk hannam m npuHtepam”. flaHHasa yHKums
3aKpbiTa MO YMOMYaHWIO, OJHAKO HEKOTOpble Mofb3oBaTeny akTUBMPYIOT ee And yaobcTBa MCNonb30BaHWs B
paboTte nnu y4ebe;

4. He ncnonbayin nydnmynbii WI-FI ans nepegaym nyuHbIX AaHHbIX, HANPUMMeEpP AnNsi BbiXxoda B couManbHble
CETMW UMK B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yi Tonbko 3awmweHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAWM UMEHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumo "TogkniodeHne k Wi-Fi aBTomatnyecku”. He ponyckai
aBTOMaTUYECKOro NoAaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

COLI,I/IaJ'II:HbIe CeTN aKTUBHO BXOOAT B HaAWy XXW3Hb, MHOrne nogu paﬁoTaIOT N XMBYT TaM NOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg 4erioBek, YTO SBMASETCA OAHOW CeObMOM BCEX XUTenen nraHeThbl.
MHorve nonb3oBaTtenu He NMOHNMAKT, YTO Mchopmau,vm, pa3mMelleHHaa M1 B coumnarnbHbIX CETAX, MOXeT ObITb
Ha|7|,u,eHa M ncnosmnb3oBaHa KeM yrogHo, B TOM 4uUcCrie He obszaTenbHO ¢ Gnarumm HaMepeHUaMu.

OcHoBHbIe coBeTbl N0 6e30NacHOCTU B coluanbHbIX CETSX:
1. OrpaHun4b cnncok gpy3en. Y Tebs B Apy3baX He AOMMKHO ObiTb CNyYanHbIX U HE3HAKOMbIX N0AEN;

2. 3awumiiar CBOK YacTHYH U3Hb. He ykasbiBanm naponu, TenedoHbl, agpeca, Aaty TBOEro poXAaeHus u
OPYrylo NU4YHY0 MHopMauno. 3NoyMbILNEHHUKU MOTYT UCMOMb30BaTh Aaxe UH(OPMaLM0 O TOM, Kak Tbl U TBOU
poautTenu nnaHMpyeTe NPOBECTU KaHWUKYMbI;

3. 3awyuiai cBoto penyTauuio - epxu ee B YACTOTe U 3adaBait cebe Bonpoc: xoTen 6bl Thbl, YTOOLI Apyrue
nonb3oBaTenu BUAenu, YTo Tbl 3arpyxaellb? Mogymaii, npexae Yem YTo-To onybnvkoBaTh, HanncaTb U 3arpy3uThb;

4. Ecnu Tbl rOBOPULLb C NIIOABMU, KOTOPbIX HE 3Haellb, HE NCMOSb3YM CBOE pearnbHOe UMS 1 OPYrYHO JINYHYIO
NHGOPMAaLIMK: UMS, MECTO XKUTENMbLCTBA, MECTO y4ebbl U NpoYeE;

5. N3beran pasmelleHus doTtorpacduii B IHTepHeTe, rae Tbl M306paKeH Ha MEeCTHOCTU, MO KOTOPOW MOXHO
onpeaenuTb TBOE MECTOMOMOXKEHNE;

6. MNpu peructpauun B coLmanbHon ceTm HeobXoaMMo UCMOoMb30BaTh CrOXKHbLIE Naponu, cocTosLmne 3 Byks
N UM U C KONMMYECTBOM 3HAKOB He MeHee 8;




7. [Ins coumnanbHOM ceTn, NOYTbI U Apyrnx caToB HEOBX0AMMO MCMOMb30BaTb pa3Hblie naponu. Torga ecnu
Teba B3nomatot, To 3M10YMbILUNEHHUKN nonydaT AOCTYyn TOJIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

aﬂeKTpOHHble AeHbrn

OneKTPOHHbIE AEHbIN - 3TO OYeHb YOOOHbIN cnocob nnaTexen, OAHAKO CYLLECTBYIOT MOLLUEHHUKN, KOTopble
XOTSIT NONYYNTb 3TU AEHBLIN.

3J'IeKTpOHHbIe OeHbIm noAasuUnnMcb coBcemM HegaBHO M MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CUX
nop He NponncaHo Npo HUX B 3aKOHax.

B Poccum e oHM (OYHKLMOHUPYIOT M O HMUX yKe MPOMMCaHO B 3aKOHe, FAe WX pas3fensitoT Ha HEeCKONbKO
BWOOB - @aHOHMMHbIE U HE aHOHMMHble. Pa3Huua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs
npoBoauTb onepauun 6e3 noeHTudrKauMm nonb3oBaTens, a B HEAHOHMMHbIX uaeHTUdMKauMs nonb3oBaTensi
ABnsieTcs obA3aTeNbHON.

Takke cnegyet pasiimdaTtb 3J1IEeKTPOHHbIe (*)MaTHbIe AOeHbIn (paBHbI rocyaapCTBeHHbIM BaJ'IIOTaM) n
AJIEKTPOHHbIE Heq)l/laTHble OEHbIn (He paBHbl roCyaapCTBEHHbIM BaJ'IIOTaM).

OcHoBHble coBeTbl N0 6e3onacHor paboTe ¢ 3NEeKTPOHHbIMU AeHbramu:

1. NpuBsHXM K cHETY MOBUMbHBIN TenedoH. JTO camblii YAOOHbLIV 1 BbICTPLIN cNOcob BOCCTaHOBUTL AOCTYN K
cueTy. [NpuBs3aHHbIN TenedgoH NOMOXeT, ecnv 3abygellb CBOW MNnaTeXHblA Naponb WA 3andellb Ha CalT C
HEe3HaKoOMOro yCTPONCTBA;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexoga Ha ycuneHHyk aBTtopusauuio Tebe yxe He Gymer
yrpoXaTtb OMAaCHOCTb KpaXKu Unn nepexesaTta NiaTexHoro napons;

3. Bbibepu cnoxHbii naponb. lNpecTynHukam OydeT He MpOCTO yragaTb CrOXHbIA naponb. HagexHble
naponu - 3To Naposnun, KOTopble CoaepXaTt He MeHee 8 3HAKOB M BKIOYaOT B ce05 CTPOYHbIE M NPONUCHbIE DYKBbI,
undpbl U HECKOMNbKO CMMBOMOB, TakMe Kak 3Hak gonnapa, dyHTa, BOCKNMUATENbHbIM 3HaK u T.n. Hanpuwmep,
$tRONg!;;

4. He BBOOM CBOW NIMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AoBepsieLlb.

OneKkTpoHHas noyta

OnekTpoHHas Mno4yTa - 3TO TEXHOJNIOTUS W MPeAoCTaBlisieMble €0 YCNyrM Mo Mepechbiike U NoNyyYeHuto
3MEKTPOHHbIX COOBLLEHWI, KOTOpble pacnpenensioTcs B KOMMbOTEPHON ceTh. OGbIYHO SMEKTPOHHBIA MOYTOBbI
AWMK BbIFMAOUT credylolmm o6pa3oM: MMS_Morb3oBaTens@uvsi_oMeHa. Takke KpoMe nepedayu NpocToro
TEKcTa, MMeeTCsl BO3MOXHOCTb NepeaaBath daiinbl.

OcHoBHble coBeTbl N0 Be3onacHo paboTe ¢ 3NeKTPOHHON NOYTOMN:

1. Hapgo BbibpaTb npaBunbHbIA MOYTOBBIA CepBUC. B MHTepHeTe ecTb OrpomHbii BbIGOp 6GecnnaTtHbix
MOYTOBbIX CEPBMCOB, OAHAKO fyylle AOBEPSATb TEM, KOro 3HaelLlb U KTO NepBbIfi B PEUTUHTE;

2. He ykasbiBan B NMYHOM MoOYTe JNINYHYKO  UWHopmaumio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbI_daHat@" nnm "pok2013" BmecTto "temal3";

3. Vicnonb3yi ABYX3TanHyk aBTOpM3auuio. ATO Korga NOMUMO MApOonsi HYKHO BBOAWUTb KO, MPUChINIaeMbIi
no SMS;

4. Bbibepu CnoxHbIN napornb. Onsa Kaxaoro no4ToBOro Aluka 4oSmkeH ObiTb CBOM HAOEXHBIN, YCTONYMBBIN K
B371OMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CamoMy CBOM FIUYHbIA BOMPOC, UCMOMb3Yy 3Ty BO3SMOXHOCTb;

6. Ncnonb3yn HECKONbKO MOYTOBBLIX AWMKOB. [NepBbI ANS YacTHOW Nepennucky ¢ agpecartamu, KOTOpbIM Thbl
AoBepsiellb. ITO ANEKTPOHHbIV agpec He Hago MCMONb30BaTh NPU permcTpaummn Ha hopymax u camTax;




7. He oTKpbiBaln gannbl U Apyrue BROXEHUS B NMUCbMax, OaXe €Cfiu OHU NPULLINK OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPaBNANM Ny oHn Tebe aTn dannsol;

8. MNocne okoH4YaHusa paboTbl HA NOYTOBOM CEpPBUCE Nepen 3akpbiTUEM BKIMALAKU C CAnTOM He 3abyab HaxaTb
Ha "BbInTn".

Kn6epOynnuHr unu BupTyanbHoe usaeBaTenbCcTBO

KnGepOynnuHr - npecnefoBaHne COOGLLEHWSIMW, COAEPXKAaLLMMU OCKOPOGIEHUsi, arpeccuto, 3anyruBaHue;
XYNUraHCTBO; coLuaribHoe GoMKOTUPOBaHME C MOMOLLbIO Pa3fNYHbBIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKnbepOynNIIMHIrom:

1. He 6pocarcsa B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, eCnv HET TOro, K KOMY MOXHO
0bpaTuTbCs, TO BHaYane ycnokoutbcs. Ecnn Tel HayHeLb OTBeYaTb OCKOPONEHNsIMU Ha OCKOPOEHusi, TO TOMbKO
elle Gonblue pa3oxKellb KOHINKT;

2. YnpaBnsn cBoewn knbeppenytaunen;

3. AHOHMMHOCTb B CETM MHUMaS. CyIJJ,eCTByIOT €nocobbl BbIACHWUTb, KTO CTOUT 32 aHOHMMHbLIM aAKKayHTOM;

4. He cTtouT BECTU XynuraHckuin obpas BUPTYyanbHOM XWU3HWU. VIHTEepHeT duKkcuMpyeT Bce TBOM OENCTBUS U
cOoXpaHsieT ux. Yganutb ux 6ygeT kpaviHe 3aTpyAHUTENbHO;

5. Cobniogan cBok BUPTYarbHYH YECTb CMOSOAY;

6. UrHopupyin eamHuYHbIn HeraTue. OAHOpPa30Bble OCKOPOUTESbHbIE COODLLEHMS Fydlle WrHOPUMPOBAaTb.
O6bIYHO arpeccusi NpekpallaeTcs Ha HayanbHOW CTaauy;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHWSMM, B COLMANbHbIX CETAX €CTb
BO3MOXXHOCTb GFTOKMPOBKM OTNpaBKu COOBLLEHNI € onpedeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou AeicTBUS: BLICTYNUTb NPOTUB NpecrieqoBatens, nokasaTtb emy,
YTO ero OelCTBUSA OLIEHMBAKOTCA HEraTMBHO, MOAOEPXKaTb XEPTBY, KOTOPOM HYXHa MCUXOMNornyeckast MoMOLLb,
COOBLUUTL B3POCMbIM O haKTe arpeCcCUBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdOHbI 1 NaHWweThl cogepxat B cebe BNomHe B3pOoCnbin PYHKUUOHAM, U Tenepb OHU
MOrYT KOHKYpPUpPOBaTb CO CTaLUOHApHbIMK KOMMbloTepamun. OgHako, CpeacTB 3alumThbl Ang NogobHbIX YCTPOWUCTB
noka odeHb Mano. TecTupoBaHUE N NOUCK YA3BUMOCTEN B HUX NPOUCXOOMUT He Tak MHTEHCUBHO, Kak ang MK, To xe
camoe KacaeTcsl U MOBUIbHbBIX MPUMOXEHUNA.

CoBpeMeHHble MoOumbHble Opay3epbl yXKe MpakTUYecKkM [OrHanM HacTONbHble aHanoru, OfHako
paclimpeHue yHKLMOHaNa BreYveT 3a co60M GONbLUYH CNOXHOCTb Y MEHbLLYIO 3aLLMLLEHHOCTb.

[aneko He BCce MpoM3BOAUTENW BbiMycKaloT OOHOBMEHWS, 3aKpbiBalOLIME KPUTUYECKME YA3BMMOCTM ONS
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ansd 6e3onacHOCTN MOBUMLHOro TenedoHa:

Hunyero He gaBndetcs no-HacTtosALwemy GecnnaTtHbIM. Eyﬂ,b OCTOpOXeH, Beab Koraa Tebe npegnararT
©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKpPbITbl Kakme-To nnaTtHble yCInyru;

Oymawn, npexge 4yem otnpasutb SMS, doTo unu Bugeo. Tl TOYHO 3Haelb, rae OHW ByayT B KOHEYHOM
ntore?

Heobxoanmo ob6HOBNATL onepaunoHHYO0 CUCTEMY TBOEro CMapT(bOHa;

Mcnonb3yin aHTMBUPYCHbIE MPOrpaMMbl 451 MOBUbHbBIX TenedoHOoB;




He 3arpyxai npunoXeHnss OT HEU3BECTHOrO MWCTOYHMKA, BeOb OHWM MOrYT cofepXaTb BPEeAOHOCHOE
nporpaMmmHoe obecneyeHue;

lMocne Toro kak Tbl BblAeLWb C canTa, rae BBOAWUM NUYHYK0 MHGPOPMALMIO, 3ainan B HacTpomnkn Bpaysepa u
yaanu cookies;

Mepuropgmnyeckn nNpoBepsiv, kKakne nraTHble YCIyrn akTUBMPOBaHbI HA TBOEM HOMEPE;
[aean cBon Homep MOBUNLHOro TenedoHa TONbKO N0AAM, KOTOPbIX Thl 3HAELUb U KOMY AOBEpSELLb;
Bluetooth gomkeH 6bITb BbIKITHOYEH, KOrAa Thl MM He nonb3yelbes. He 3abbiBal MHorga NnpoBepsTh 3TO.

Online urpbl

CoBpeMEHHblE OHMalH-Urpbl - 3TO KpaCOYHble, 3axBaTbiBalOLiMe pasBrieveHusl, OObEAMHSIIOWME COTHM
TbICAY YenoBek Mo BceMy Mupy. Urpoku uccnegytoT OaHHbIM UM mMup, oblatoTcs Apyr ¢ APYroM, BbIMOSHSOT
3a[aHusl, CPaXaloTCs C MOHCTPaMU 1 NosyyatoT OnbIT. 3a YA0BONbCTBME OHU NMATST: NOKYyNalT AWUCK, onadvnsaoT
aboHeMEeHT 1nm NpuobpeTarT Kakne-To onuuu.

Bce aTm cpeactBa wayT Ha noadepaHWe W pasBUTUE Wrpbl, a Takke Ha camy 06e30nacHOCTb:
COBEPLUEHCTBYIOTCSH CUCTEMbI aBTOPM3aLIMM, BbINYCKaOTCA HOBble NMaTyu (UMcpoBble 3annaTtkv Ans nporpamm),
3aKpbIBaOTCS YSA3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonblUMHCTBA nrp.

OcHoBHble coBeTbl MO 6e30MacHOCTV TBOEIO UIPOBOrO akKayHTa:

1. Ecnu apyroi urpok BefeT cebs nroxo unu cosgaet Tebe HenpusiTHOCTW, 3abroKMpyi ero B CCKe
UrPOKOB;

2. Moxanynca agMUHUCTpPATOpPaM Mrpbl Ha MNIOXOE MNOBEAEHWE 3TOrO Mrpoka, XenaTenbHO MNPUMOXWUTb
Kakue-To JokasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyo nHcopmauuio B npodanne urpbl;
4. YBaxain gpyrux y4acTHUKOB Mo Urpe;

5. He yctaHaBnunBan HeodumumanbHble naTyv U Moabl;

6. Vicnonb3yii cCnoXHble 1 pasHble Naponu;

7. Jaxe Bo BpeMA Urpbl He CTOUT OTKIKOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOW KOMMbKTEP MOTYyT
3apa3nTb.

DULIMHT UMK KpaXa FIUYHbIX AaHHbIX

OO0bI4HOM Kpa>|<e|7| oeHer M OOKYMEHTOB CerogHd YyXe HUKOro He yaumeBullb, HO C pasBUTUEM
MHTepHeT-TeXHOﬂOFMVI 3J1I0YMbILUNEHHUKN NMepeMeCTUNIMCb B UHTEPHET, U NpoaoSiKakT 3aHMMaTbCA "No6MMbIM"
nenom.

Tak nosiBuNacb HoBasl yrpo3a: MHTEPHET-MOLUEHHNYECTBA UM (PULLKHT, rMaBHas Leflb KOTOPOro COCTOUT B
nony4yeHun KoHuaeHUnanbHbIX AaHHbIX Nonb3oBaTenen - NorvMHoB M naponen. Ha aHrnuiickoM gasbike phishing
yntaeTca kak puwnHr (ot fishing - peibHast noBnsi, password - naponb).

OcHOBHble COBETbI N0 6opbbe ¢ PULLMHIOM:

1. Cneav 3a cBOMM akkayHToM. Ecnv Tl Nofgo3peBaellb, YTo TBOS aHKeTa Bbina B3fiomMaHa, To HeoBX0AMMO
3abroknpoBaTh ee 1 CooBLLUMTL agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXHO CKopee;

2. |/|Cﬂ0ﬂb3y|7| Oe3onacHble Beb-caliTbl, B TOM Yncre, MHTEpPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;




3. Vicnonb3ayii cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3nOMalT, TO 3M0YMbILLNEHHUKN
nony4aT AOCTYN TOMbKO K OQHOMY TBOEMY NPOGUIII0 B CETH, @ HE KO BCEM,;

4. Ecnu Tebsa B3nomanu, To Heob6xoaAMMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B OpYy3bsiX, O TOM, 4YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro UMeHn BygeT pacchinatbCd cnam M CCbISIKM Ha
PULLNHIOBbIE CaNThI;

5. YctaHoBu HagexHbin naporb (PIN) Ha MoBunbHbIN TenedoH;
6. OTknIoYM coxpaHeHne napond B 6paysepe;

7. He oTKpbiBaln gannbl U Apyrue BROXEHUS B NMUCbMax, OaXe €Cfu OHU NPULLINK OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABANN N1 oHW Tebe aTn danneol.

LUndpoBas penyTtauus

LindppoBas penytaums - 370 HeraTMBHas Unu No3nTMBHas MHdopmauns B cetn o Tebe. KomnpomeTtupytowias
nHdpopmaums, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearibHOW XU3HW.
"Undposas penytaumnsa” - 9To TBOV UMUK, KOTOPbIN hopmupyeTcs n3 nHcopmanmm o Tebe B MHTEpHeTe.

TBOe MecCTO XuTenbcTBa, yd4ebbl, TBOE (hMHaAHCOBOE MOMNOXeHne, 0COBEHHOCTM XapakTepa WM pacckasbl O
Grn3KMX - BCe 3TO HaKannMBaeTCcs B CETU.

MHorvMe NOAPOCTKM NErKOMBICIIEHHO OTHOCATCA K NyGrukauuMu nvMYHOW MHdopMauun B VIHTepHeTe, He
NOHMMasi BO3MOXHbIX NMOCNeaCcTBUNA. Thl faxe HE CMOXEeLlb JoraaaTtbCs O TOM, YTo poTorpadus, pasmeLleHHas 5
neT Hasag, ctana npuYnHOM oTkasa NpPUHATbL Teba Ha paboTy.

KomMeHTapuu, pasmelleHve TBoux doTtorpacduii u gpyrne AencTBUS MOTYT HE MCYE3HYTb Jaxe nocne Toro,
Kak Tbl MX yAanuwb. Tbl HE 3Haelb, KTO COXpaHWn 3Ty MHopMaLmio, nonana v oHa B MOWCKOBblE CUCTEMbI U
COXpaHunacb N OHa, a rmaBHOe: YTO NoAyMatloT 0 Tebe okpyKatoLme Nan, KOTopble HaVayT U yBUAAT aTo. Hantu
NHOPMALIMIO MHOTO NET CNYCTA CMOXeT ntobon - kak n3 Aobpbix NOBYXAEHUR, Tak U C HaMePEHNEM MPUYNHUTD
BpeAa. ITO MOXET ObITb KTO YrOAaHO.

OcHoBHble COBETHI MO 3almTe LMdPOBON penyTaumm:
1. NMogymain, npexae 4em 4TO-TO Ny6nMKoBaTh M NnepedasBaTh Y cebs B 6Gnore nnv B coumanbHOM ceTw;

2. B HacTpowkax npoduns ycTaHOBM OrpaHMYeHUs Ha MPOCMOTP TBOEro Npoduns M ero COAEepPXMMOro,
caenaw ero Tonbko "ons gpysen";

3. He pa3meluaii 1 He ykasbiBai MHGOPMaLUIO, KOTOpasi MOXET KOro-NiMbo ockopGnsiTe UMK 06UXaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMNBbHUKM - aKTUBHbIE NMoMb3oBaTenu LMdpoBoro npoctpaHcTea. OgHako Aaneko He Bce
3HalOT, 4YTO MOMb30BaHME MHOTMMU BO3MOXHOCTAMU UudpoBOro Mupa TpebyeT cobniogeHuss npaB Ha
WHTENNEeKTyanbHyt0 COGCTBEHHOCTb.

TepMuH "nHTennekTyanbHas COGCTBEHHOCTb" OTHOCUTCS K pPasfuMyHbIM TBOPEHUSIM 4YENOBEYECKOro yma,
HauyMHas C HOBbIX U3006peTeHun 1 3HakoB, 0603HaYaKLWMX COOCTBEHHOCTb HA NPOAYKTbI U YCNyrK, N 3akaH4YnBas
KHUramu, dotorpadumsamm, KWUHOUIbMamMm 1 My3blkanbHbIMU NPOU3BEAEHUAMMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha UHTENMEKTyanbHy0 COOCTBEHHOCTb HA NMPOM3BEAEHUSI HAaYKWU, MUTepaTypbl
M uckyccTBa. ABTOpCKME MpaBa BbICTYNalT B Ka4eCTBE rapaHTUM TOTO, YTO UHTENNEKTyasbHbIA/TBOpYeCKuii Tpyn,
aBTOpa He ByaeT HanpacHbIM, J4acT eMy CripaBeanvBbie BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTtax CBOero Tpyaa,
MOSy4nTb W3BECTHOCTb M Npu3HaHue. HukTo 6e3 paspelleHuss aBTopa He MOXET BOCMPOU3BOAUTL €ro
Npou3BefeHne, pacrnpoCcTpaHsaTb, Ny6rMYHO AEMOHCTPMpPOBaTh, NpodaBaTb, UMMNOPTUPOBATL, NMyckaTb B MPOKaT,
ny6NMYHO UCMONHATb, NOKa3bIBaTL/UCMOMNHATL B 3¢hMpe nnu pasmeLats B VIHTepHeTe.

WMcnonb3oBaHue "Fll/lpaTCKOFO" nporpaMmmMHoOro obecrneveHnss MoxeT npmnBectTn K MHOrMM puUCKkam: OT NoTepu




OaHHbIX K TBOMM akkayHTaMm a0 6]'IOKI/IpOBKI/I TBOEro yCTpOI7ICTBa, rae ycrtaHoBlieHa HenerarnbHada nporpamMmma. He
CTOUT Takxke 3abbiBaThb, YTO CyLWEeCTBYIOT NneralnbHble U SecnnaTHble nporpamMmmsbl, KOTOpble MOXHO HaWTK B CETU.

O nopTtane

CeTeBU4OK.ph - TBOM [MaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeELb y3HaTb O ©e30nacHOCTU B CeTu
MOHATHBIM U AOCTYNHBIM S3bIKOM, @ NPU BO3HUKHOBEHUU KPUTUYECKOW cuTyaumm obpatuTbCa 3a coBeTOM. A Takke
NPUHATBL y4acTMe B KOHKYpPCax 1 CcTaTb caMbiM LMGPOBbLIM rpaxaaHuHom!

MpunoxexHne N 3

NAMSATKA AN POOUTENEW OB NH®OPMALIMOHHON BE3OMNACHOCTU AETEN

OnpepgeneHne TepmMuHa "MHdopmaunoHHas 6esonacHocTb aeten" cogepxutca B PegepanbHom 3akoHe N
436-903 "O 3awmute geten oT MHMOPMaLMM, NPUHUHSAIOWEN Bped WX 340POBbI0 U pasBUTUIO", PeErynmpyroLinm
OTHOLUEHMS, CBSA3aHHbIE C 3aLUUTON AeTen OT MHpopMaLumn, NMPUYMHAIOLLEN Bpen, UX 300POBbI0 U (M) pa3BuTUIO.
CornacHo gaHHOMY 3akoHy "WMHdopmaumoHHas 6e30nmacHOCTb AeTen" - 3TO COCTOSIHME 3alUULLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIN C MPUYMHEHNEM MHOpMaLuel Bpeaa ux 34opoBbio U (Mnu) dpusnyeckomy,
NCUXMYECKOMY, JYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-93 nHdopmaumen, npuinH[IoLWEN Bpes 340POBbLI0 U (MNK) pasBUTUIO
AeTen, aBngaeTcs:

1. HbopmaLms, 3anpeLleHHas Ans pacnpocTpaHeHns cpeav aeTen;

2. vHdopmauus, pacnpocTpaHeHWe KOTOPOM OrpaHWyYeHO Cpean AeTen onpefeneHHbIX BO3pPacTHbIX
KaTeropumn.

3. K nHpopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHus cpean AeTen, OTHOCUTCS:

4. nHbopmaums, nobyxaawolas geTer K COBEPLUEHUIO OEWCTBUN, NPEeaCTaBNSOWMX Yrpo3y WX XU3HU U
(1) 300poBbLIO, B T.4. MPUYMHEHWIO BPe4a CBOEMY 3[0POBbIO, CAMOYOUICTBY;

5. cnocoGHOCTb BbI3BaTb Y AETel xenaHue ynoTpebutb HapkoTUYeckne cpeacTBa, NCUXOTPOMHbIE U (MnK)
ofypMaHuBawLuMe BellecTBa, TabayHble W3Lenusl, ankorofnbHYK M CAMPTOCOAEPXKAaLLyld MpOoaYKLUIO, MUBO U
HanuTKK, M3roTaBfMBaeMble Ha ero OCHOBE; MPUHATb y4YacTue B as3apTHbIX Urpax, 3aHUMaTbCs MPOCTUTYLIMEN,
6pPOOKHUYECTBOM MMM NOMPOLLANHUYECTBOM;

6. obocHoBblBaloLWas wnu onpaspiBalwas [OMyCTUMOCTb Hacunus U (Mnun)  Kectokoctn  nnbo
nobyxaatoLas oCyLLeCTBASATb HACUNbCTBEHHbIE AEVCTBUS MO OTHOLUEHWIO K MIOAAM U )KUBOTHbBIM;

7. oTpuuatoLwas ceMelHble LEHHOCTU U hOpMUPYIOLLAsS HEYBaXXEHNE K POAMTENAM U (MNKN) APYrUM YneHam
cemby;

8. onpaBabiBatoLLLas NPOTUBONPaBHOE NoBeAEHNE;
9. cogepxallyasi HeLLleH3ypHY0 BpaHb;
10. cogepxallasa nHpopmaumo nopHorpadmnyeckoro xapakrepa.

K wvHdopmMaumn, pacnpocTpaHeHWe KOTOpPOM OrpaHW4eHo cpeau [nOeTell onpedefieHHoro Bo3pacTa,
OTHOCUTCS:

1. nHopmaums, NpeacTaBnsieMas B Buae M300paxeHns UM onucaHusl )XecTOKOCTH, uandeckoro n (Mnm)
NCUXUYECKOTO HACUNUS, NPECTYMNIEHNS U UHOMO aHTMOBLLLECTBEHHOIO AEUCTBUS;




2. BbI3blBaKOWAsa y AeTen CTpax, yXac WM naHuky, B T.4. NMpeAcTaBnsiemMasl B Buae M3o0pakeHus wnum
ONUCaHUA B YHWXalOLWENn 4ernoBevyeckoe [OCTOMHCTBO (OpPME HEHacUnNbCTBEHHOW cMepTun, 3aboneBaHus,
camoybuincTea, HeCHacCTHOroO criyyas, aBapum unu katactpodbl U (MNKU) UX NOCNEACTBUN;

3. npefacrtaensiemas B Buae W306paxeHUs MMM OMMCaHMS MNOJSIOBbIX OTHOLUEHWA MEXAY MYXYMHON U
KEHLLMHOMN;

4. copepxallast GpaHHbIe CIoBa W BbipaXkeHWs, He OTHOCSLLMECS K HELLEH3YPHOW BpaHu.

C yyetom atoro Bam npemnaratotcs npasuna pabotel B cetn WHTepHeT Ans pasnuuHbiX BO3PAaCTHbIX
KaTeropun, cobnogeHne KoTopbix NO3BONMT obecnevnTb MHpOpMaLNOHHYIO 6e30NacHOCTb BalLMX AETEN.

O6wue npaBuna ans poauTenen

1. HesaBucumo ot Bo3pacTta pebeHka Ucrnosb3yiTe nporpaMMHoe obecrneyeHre, noMmoratollee GunbTpoBaThb
N KOHTPONMPOBATL MHGOPMALMIO, HO He MoraraTech NMOMHOCTbIO Ha Hero. Balle BHUMaHWe K peGeHKy - rMaBHbIi
MeTOA 3aLUMnThI.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha OJHOM M3 coumanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMaATENbHO N3y4YnUTE, KaKylo MHOPMaLUIO NOMELLAIOT €ro Y4aCTHUKM B CBOMX NPOUNSAX U
6rorax, Bknoyas otorpacdum n Bugeo.

3. MpoBepbTe, C KakMMu OpyrMMu canWTamMu CBA3aH coumanbHbii cepBuc Bawero pebeHka. CTpaHuyku
Bawero pebeHka MoryT 6biTb 6€30nMacHbIMK, HO MOTYT U COAepXXaTb CCbISIKN Ha HexXenaTesbHble U OMacHble CanTbl
(Hanpumep, NOpHOCaANT, UNN CanT, Ha KOTOPOM APYr YNOMUHAEeT HOMep COTOBOro TenedoHa Bawero pebeHka mnu
Baw pomaiuHun agpec)

4. Moowpsante Bawwux geten coobwatb 060 BCEM CTPAHHOM WM OTTaNKUBAKOLWEM U HE CIIULLKOM OCTPO
pearvpynTte, KOrga oHv 3TO AenatoT (U3-3a onaceHus NoTepsATb AOCTYN K VIHTepHeTy AeTu He roBOpAT poauTensam
0 npobremax, a Takke MOryT Ha4aTb UCMONb30BaTb VIHTEpPHET BHe JOMa U LUKONbI).

5. byabTe B Kypce ceTeBol xM13HN Balwero pebeHka. MIHTepecyiiTech, KTo Ux Apy3bs B IHTEpPHET Tak Xe, Kak
NHTEpecyeTeChb pearbHbIMU APY3bsMU.

Bo3spacTt ot 7 go 8 net

B WMHTepHeTe pebeHOK cTapaeTcsl MOCETUTb T€ WU WHbIE CalTbl, @ BO3MOXHO M YaTbl, paspelleHue Ha
nocelleHMe KOTOpbIX OH He nonydmn 6bl OT poauTtenen. oatomy poamtensim ocobeHHO nonesHbl byayT Te
OTYeTbl, KOTOpble MPefocTaBndalTCA MporpaMmamMu MO OrpaHUYeHuo  ucnonb3oBaHua WHTepHeTa, T.e.
PoouTtenbckuii KOHTPOMb UK TO, YTO Bbl CMOXETE YBMAETb BO BPEMEHHbIX (harnnax. B pesynbtate, y pebeHka He
OyOeT owyLlleHns, YTO 32 HUM BeOeTCs MOCTOSIHHBIA KOHTPOMb, OAHAKO, poauTenu OyaoyT no-npexHemy 3HaTb,
Kakme cawTbl nocewiaet uMx pebeHok. [leTm B AaHHOM Bo3pacTe obnagalT CUMbHbIM YYBCTBOM CEMbW, OHU
OOBEPYMBLI M HE COMHeBaloTCcsl B aBTopuTeTax. OHM nobAT urpaTb B CETEBble WUrpbl M MyTELECTBOBATb MO
VHTepHeTY, UCNOonb3ys 3NEeKTPOHHYIO NOYTY, 3aX04UTb Ha CalTbl U YaTbl, HE peKOMEeHA0BaHHbIE POAUTENAMMU.

CoBeTbl N0 Be3onacHocTu B ceTn IHTepHeT anga aeten 7 - 8 net

1. Cosgarite cnuCoK AOMalUHUX MpaBun nocelwleHns WHTepHeTa npu yyacTum getern m TpebyinTte ero
BbIMOMHEHNS.

2. TpebyiiTe oT Ballero peGeHka cobnogeHns BpeMeHHbIX HOPM HaXOoXOEHUA 3a KOMMbIoTepoM. [MokaxuTte
pebGeHKy, 4To Bbl HabnwgaeTe 3a HUM He NMoToMy 4To Bam aTo xoyeTcs, a notomy 4to Bbl Gecnokontech o ero
6e30nacHOCTM 1 Bcerga roTosbl My NOMOYb.

3. KomnbloTep ¢ nogknoyeHnem Kk VIHTepHeTy JOIMKEeH HaxoguTbCA B obLLer KOMHaTe Mo MpPUCMOTPOM
poauTenen.

4. |/|Cﬂ0ﬂb3yIZTe cneunanbHble OeTCKMne NonckoBble MaLLUNHbI.

5. Vcnonbayiite cpeactBa OMOKMPOBaHMSA HEXenaTenbHOro KOHTEHTa Kak AOMOSIHEHME K CTaHOapTHOMY




PoavtensckomMy KOHTPOIHO.
6. Cosgante ceMenHbI 3NEKTPOHHbIN ALWKMK, YTOObI HE NO3BONNTL AETAM MMETb COOCTBEHHLIE aapeca.

7. brnokupynTe OOCTyn K carWTam C GecnnaTHbIMX MOYTOBBLIMU SILLUMKAMM C MOMOLLbO COOTBETCTBYHOLLENO
nporpamMmmHoro obecne4yeHus.

8. MNpuyunte geten cosetoBaThCcsa ¢ Bamu nepen onybnukoBaHnem kakom-nvbo nHopmauuu cpeacrsamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBLIX OPM U NPOodUnEN.

9. Hayunte geten He 3arpyxatb annbl, NporpamMmmbl UK My3biKy 6e3 Ballero cornacus.
10. He paspeluante getsam Mcnonb3oBathb Cryx6bbl MTHOBEHHOrO 06MeHa coobLeHnaMuU.

11. B "Genbin" CnNMCok CcanToB, paspeLlleHHbIX [AOf1si MOCELleHUs, BHOCUTE TOJNbKO CaWTbl C XOpOLUEeWn
penyTtaumen.

12. He 3abbiBavite 6ecenoBath ¢ getbMu 06 nx Apy3bsx B MIHTepHeTe, Kak ecnuv Bbl pedb Wwna o gpysbsx B
peanbHON XU3HWN.

13. He genavite "taby" n3 BONpocoB NoJIOBOW XWU3HW, TakK kak B VIHTepHeTe OeTn MOryT fnerko HaTKHYTbCs Ha
nopHorpaduio unm canTol "gns B3pocnbix”.

14. MNpwnyuute Bawero peberka coobwaTte Bam 0 Ntobbix yrposax nnu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToMm.
OcTaBanTecb CMOKOWHBbIMW U HanoMHWUTE OeTsM, YTO OHM B 6e30nacHOCTM, ecrnvm caMu pacckasanu Bam O CBOMX
TpeBorax. [loxBanuTe nx 1 NOCOBETYWTE NOAONTY eLle pa3 B NOAOOHbLIX cryyasx.

Bospact neten ot 9 fo 12 ner

B gaHHOM BO3pacTte OeTn, KakK npasuro, Yyxe HaclblllaHbl O TOM, Kakad VIH(bOpMaLI,VIFI CywiecTtByeT B
MHTepHeTe. COBepUJeHHO HOpMarsribHO, 4YTO OHW XOTAT 3TO YyBUAETb, MPOYeCTb, YCllbllaTb. I'IpM 9TOM HYXHO
NMOMHUTb, YTO AOO0OCTYN K HeXelnaTeJibHbiIM MaTtepuanam MOXHO JIerko 3a6J'IOKVIpOBaTb npn nomown cpencrte
PoaunTtenbckoro KOHTpONA.

CoBeTbl No 6e3onacHocTy ana geten ot 9 oo 12 net

1. Co3pganTte CnNMCOK OOMALLUHMX NpaBun nocewleHnss MIHTepHeT npu ydactum peten mn tpebynte ero
BbIMOMHEHNS.

2. Tpebyiite oT Balero pebeHka cobnofeHns HOPM HaXOXOEHUS 38 KOMMbIOTEPOM.

3. HabnopaiTte 3a peGeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaxuTe emy, 4To Bbl GecrnokouTecb O ero
6e30nacHOCTU 1 BCeraa rotoBbl OKasaTb eMy NOMOLLb.

4. KomnbtoTep ¢ nogkntodeHnem B WHTepHeT OOrmKeH HaxoauTbca B obLien KomMHaTe nog npucMOTPOM
poauTtenen.

5. Vicnonb3ynte cpeactsa OnokMpoBaHUSA HeXenaTenbHOro KOHTEHTa Kak AOMOfHeHMe K CTaHAapTHOMY
Poautensckomy KOHTPOTIO.

6. He 3abbiBaiiTe NpvHUMaTb HEMOCPEACTBEHHOE yyacTue B Xu3HU pebeHka, becenoBaTtb ¢ AeTbMU 06 KX
Apy3bsix B VMIHTepHeTe.

7. HacTtanBawite, 4ToObl E€TU HUKOTAA HE COrnallanmcb Ha NMYHble BCTPEYN C Apy3bsaMn No VIHTepHeTy.
8. MNo3BonanTe geTsaM 3axoauTb TONbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI Co3aanTe BMECTE C HAMW.
9. MNpuyunte OeTen HUKOrAa He BblAaBaTb NIMYHYO MHOpPMaUMIO cpeacTBaMM SNEKTPOHHOW MOYThbI, YaToB,

CMCTEM MIHOBEHHOro obmMeHa cooOLEeHNAMU, PEFUCTPALMOHHbBIX (POPM, MMYHBLIX NPOodUNEn N Npu percTpauun Ha
KOHKypcChl B IHTepHeTe.




10. Mpuyunte OeTen He 3arpyxatb nporpammbl 6e3 Bawero paspelueHunsi. O6bSACHATE UM, YTO OHU MOTYT
Cry4yalnHo 3arpy3nTb BUPYCbI MK APYroe HexenaTternbHoe nporpammHoe obecrnedeHue.

11. Cospawte Bawemy pebeHKy orpaHNMYeHHYI0 Y4eTHYI0 3anucb Ang paboTbl Ha KoMMbloTEpe.

12. Mpuyuute Bawero pebeHka coobLiatb BaM O NobbIX Yrpo3ax Uy TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHuTe aetam, 4To oHM B 6e30NacHOCTU, eCrnvi caMmu pacckasarnu Bam O CBOMX TPeBorax 1 onaceHusix.

13. PacckaxuTte getam o nopHorpacum B IHTepHeTe.

14. HactanBanTe Ha ToM, 4YTOObI AeTW NPeaOCTaBsaN BamMm OOCTYN K CBOEN 3NIEKTPOHHON MouyTe, YTOObI Bbl
y6eannucb, 4To OHKM He OBLLaloTCs C He3HaKoMLLamu.

15. OGbsACHUTE OeTsAM, YTO Henb3sl UCMOMb30BaTb CeTb AN XYMNWUraHcTea, PacrpoCTPaHEHUs CnneTeH unu
yrpos.

BospacT aetewn ot 13 o 17 net

B aTOM BO3pacTe NoapOCTKM aKTMBHO UCMOMb3YHT MOUCKOBbIE MAaLUVHbI, NOMNb3YITCS 3NIEKTPOHHO MOYTOMN,
cnyx6amy MrHOBEHHOro obMeHa COOOLLEHUAMW, CKauMBaloT My3blky M (unbMbl. Manbymkam B 3TOM BO3pacTe
Gonblle Mo HpaBy CMeTaTb BCE OrpaHWYEHUsl, OHU XaxayT rpyGoro lomMopa, asapTHbIX Wrp, KapTUMHOK "Ons
B3pocnbIx". [eBouykM npeanoymTaloT obwaTtbcs B YaTax, Mpu 3TOM OHM ropasfgo 0ornee 4YyBCTBUTENbHbI K
cekcyarbHbIM JoMoraTenscTBam B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poAUTENSM YXXe BeCbMa CIOXHO KOHTPONMPOBaTb CBOMX AETEeW, Tak kak 0b
VHTepHETE OHW YyKe 3HAKT 3HauMTEnbHO Gonblle CBOMX poauTenen. TemM He MeHee, He OTnyckawWTe AeTen B
"cBobogHOe nnaBaHue" no MIHTepHeTy. CTapaniTech aKTUBHO y4acTBOBaTb B 06LLeHMM pebeHka B IHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasuna WHTepHeT-6e3onacHOCTM - cornalleHne Mexagy
poautenamn n getbMu. Kpome TOro, Heobxooumo Kak MOXHO 4Yalie npocMaTtpuBaTb OTYETbl O AeATeNbHOCTU
aeten B WHTepHeTe. CrnegyeT obpaTuTb BHMUMaHME Ha HEOOXOAMMOCTb COAEepXaHWs POAUTENbCKMX naporen
(naponei agMUHUCTPaATOPOB) B CTPOrOM CekpeTe M 0bpaTtuTb BHUMaHWE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 Be3onacHoCTU B 3TOM Bo3pacTte oT 13 oo 17 net

1. CosganTte cnucok OOMalUHWX MNpaBun noceweHus MHTepHeTa npu y4yacTMM NogpocTKOB U TpebywnTte
6e3ycnoBHOro ero BoinonHeHnsi. ObroBopuTe ¢ pebeHKOM CMMCOK 3anpeLleHHbIX caiToB ("4epHbln cnmcok”), Yachl
paboTbl B IHTepHeTe, pyKoBOACTBO MO 06LLEeHMIO B VIHTEpHETE (B TOM YnCre B YaTax).

2. KomnbtloTep ¢ NoAKMtoYeHneM Kk cetn IHTepHeT JOmMKeH HaxoaMTbCs B O6LLen KoMHaTe.

3. He 3abbiBarite becepgoBatb ¢ AeTbMu 06 Mx Opy3bsx B MHTepHeTe, O TOM, YeM OHM 3aHHATbl TakuM
obpasom, 6yaTo peyb MAET O OpY3bsiX B pearbHOW Xu3Hu. CnpalumBaiiTe o Nioasx, ¢ KOTopbiMU AeTu obliatotes
nocpeacTBOM CIyx6 MFHOBEHHOrO 06MeHa COOBLLEHMAMM, YTODbI y6eanTbCsl, YTO 3TU NIOAN UM 3HAKOMBbI.

4. Wcnonbayihte cpeacrtBa GnokMpoBaHMs HexernaTerbHOro KOHTeHTa Kak AOMOMHeHWe K CTaHOapTHOMY
PoauTtensckomy KOHTPOTIO.

5. Heobxogumo 3HaTb, KakMuMu 4aTamm nonb3yloTca Bawwu pgetn. [Moowpsinte umcnonb3oBaHue
MoepMpyeMbIX YaTOB U HacTauBanTe, YTOObI AeTU He 06LLanvcb B NPUBATHOM peXnMe.

6. HactanBante Ha TOM, 4TOObI A€TK HUKOTA4a HE BCTPEYanuUChb NNYHO C ApY3bsiMu U3 ceTn VIHTepHeT.
7. MNpuyunte getert He BblgaBaTb CBOK NUYHYIO WMH(OpPMaUMIO cpefcTBamMu 3NEKTPOHHOW MOYThI, 4aToB.,
CMCTEM MrHOBEHHOro obMeHa CooBLLEeHNAMN, PerncTpaumMoHHbIX OPM, NMYHBIX Npodunen n Npu pernctTpaummn Ha

KOHKypcChl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHns. OGbACHUTE MM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHue.




9. MNpuyunte Bawero pebeHka coobwate BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX C VIHTepHeToM.
HanomHute getam, 4To OHM B Ges3onacHOCTW, ecnu camy pacckasanu BaM, O CBOMX Yrposax unu TpeBsorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute petam o nopHorpadum B WHTepHeTe. lMomornte MM 3awmtutbCcd OT cnama. Hayuute
NMOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro pearnbHOro 9MeKTPOHHOrO agpeca, He oTBeyaTb Ha
HexernaTenbHble MMCbMa U NCMONb30BaTh CneLnarnbHble NoYToBbIE (OUMNBTPHI.

11. MNpuyunTte cebst 3HAKOMUTLCS C canTaMm, KOTOPbIE NoceLLaloT NOAPOCTKM.

12. Hayunte peten yBaxaTb OpYyrux B UHTEpHETE. Yb6eauTech, UTO OHM 3HAKOT O TOM, YTO MpaBura XxopoLuero
noBefdeHWs JeACTBYIOT Be3ae - AaXe B BMPTyallbHOM MUpe.

13. O6bsicHUTE [eTaMm, YTO HM B KOEeM criydae Henb3si ucnosb3oBatb CeTb AnS  XYNUraHCTBa,
pacnpocTpaHeHusi CNNeTEH UMK Yrpo3 APYTUM JOASIM.

14. Obcyaute ¢ noapocTkaMmm NpobrnemMbl CETEBbLIX a3apTHbIX UFP U UX BO3MOXHbIN PUCK. HanomHuTe, 4To
AETN He MOTyT UrpaTb B 3TW UrPbl COTMAacHO 3aKOHY.

MocTosHHO KOHTponMpynTe ucnonb3oBaHne NHTepHeTa Bawwnm pebeHkom! OToO He HapyLleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPeaoCTOPOXHOCTM U NposABneHne Bawen pogmTenbckon OTBETCTBEHHOCTM M 3a00ThlI.




